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Abstract:  
Generative AIs, and in particular, Large Language Models (LLMs) have drastically 

changed almost all business sectors and technological practices. These emerging 

technologies have the capability to transform our daily life through automation that 

would help in making informed data-driven decisions. As a critical application domain, 

the field of cybersecurity domain can benefit substantially of these sophisticated 

technologies by enabling security analysts in analyzing security data and detecting 

potential cyber threats in real-time, a daunting problem that prevented advancement of 

technological development of AI-powered cybersecurity solutions. This talk will first 

review the state-of-the-art of security practices and then shed some lights on the areas 

that benefit the most from AI-powered automation and data-driven reasoning using 

agentic AIs in cybersecurity. More specifically, the talk will review some case studies in 

which Generative AIs and LLMs have successfully applied for automated threat 

detections and analysis of threat intelligent systems and reports. The talk then discusses 

the challenges that these AI-powered technologies may cause in assisting not only 

security control experts, but also cyber security adversaries in launching sophisticated 

cyber-attacks that are stealth and smart enough to remain undetected during attacks.  
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